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Dear Customers,

I hope this message finds you well, | want to take a moment to highlight the issue of cyber risk that has
become increasingly relevant in today’s digital age and the steps we are taking to protect your information
and ensure your trust inour services,

As we all know, the world is becoming more interconnected, and we rely on digital platforms for everything
from working, banking to shopping and socializing. While digital transformation has changed the way banking
services are delivered with tremendous convenience and efficiency, it has opened the door to new types of
risks which can impact not just organisations, but also individuals.

Cyber fraud is one of the most pervasive and growing threats in the world today. Cybercriminals are

becoming more sophisticated in their methods, using various tactics such as phishing, identity theft,
ransomware etc, besides creation of fake websites to steal personal information and money.

I want to assure you that cyber security is our top priority and as a responsible banking organisation, we are
committed to take every possible measure to protect your personal information and prevent cyber fraud, We
continually invest in the state of art cyber security technologies and protocols, work with expert security
teams, and comply with industry standards and best practices to ensure that your data remains safe and
Sacure.

In the cyber ecosystem, the human is the weakest link and awareness/alertness about current cyber fraud
scenarios creates first layer of protection for individual and organisation. Further, cyber security is a shared
responsibility. We want to empower you with knowledge and are committed to provide awareness through
Various means,

This booklet is designed to create a base level awareness about best cyber practices, which Is useful in
safeguarding your personal information and guide you to protect against cyber frauds. The actions you take
to protect yourself online are just as critical to your safety as the measures we put in place. We request that
you remain vigilant and continue to adopt safe practices, to help us build a cyber safe environment for
EVEryOHIE.

Thank you for your trust, your partnership, and yvour contribution in cyber security,

Stay alert and # StaySafeWithSEL.

With regards,

Baldev Prakash

Deputy Managing Director & Group Chief Risk Officer,
State Bank of India




Cybersecurity isn't a product,

it's a practice




Dear Customers,

I am delighted to share my views on information security awareness. In today's world of technology and
digitalisation, the importance of safeguarding our information cannot be overstated. Whether we are at
office, working remately, or even on the move, we are constantly interacting with systems and data that
requires vigilance and caution.

Cur digital footprint continues to grow every day across emall, social media, websites, and internal systems.
This brings about significant benefits, but it also opens new avenues for threats, From cyberattacks to data
breaches, the risks to organisations and personal information are ever-present.

Information security awareness s the first line of defense and informed citizens play a crucial role in cyber
safe ecosystemn. This is not just a one-off exercise or a set of rules to follow, It is about creating a mindset, an
attitude against cyber threat, and an understanding that cyber security is everyone's responsibility. We don't
have to be an expert to make a difference. It's about being vigilant, being proactive, and knowing when to ask
for help, Security is not a destination it's an ongoing journey.

| also take this opportunity to provide some insight on current cyber frauds and prevention measures
through the, "booklet on best cyber practices’.

| encourage you all to spare some time to read the best practices mentioned in the booklet with an open
mind and a readiness to learn. This will not only prevent cyber frauds but also create a mindset to take a
conscious action while performing online tasks.

Be alert, stay safe.

With regards,

Murlidhar Mambiar

Group Chief Information Security Officer
State Bank of India
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What is information security and why is it important

Information security (InfoSec) protects personal, financial,
and sensitive data from unauthorised access or theft.

\—

It is based on 3 key principles:

! !
Confidentiality Integrity Availability

Ensuring only the right people Ensuring datais not Ensuring authorised users
can access information. tampered with or altered. can access data when needed.

Understanding information security

In today’s digital world, protecting information ensures privacy, trust, continuity and security.

( ' x v,‘ Prevents unauthorised access and data breaches )

Maintains customer trust and reputation )

m Protects personal and financial information )

Ensures system and data availability for smooth operations )

ﬁ Reduces financial losses and legal risks )
\_4&_ A\
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- \v/ﬂ How are cyber fraudsters using

b

( \ technology to cheat victims
/

~_

Cyber fraudsters now use advanced technology to identify, target and deceive victims.
They exploit social media, messaging apps, websites and spoof caller ids
to appear legit. Tools like deepfakes, phishing emails and fake payment gateways
play on fear, urgency, or greed to steal personal information or money.

What are their modus operandi ,

Creating fake websites that
mimic banking, shopping or
travel portals

Using spoof caller ids
to impersonate banks
or officials

Spreading malware through
malicious links or apps
to steal data

\
!

Sending phishing emails and
messages posing as trusted
institutions

Promoting fake investment
schemes or urgent fund
transfer requests

Running scam ads on social
media with unbelievable deals

INFORMATION SECURITY
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What sensitive data are you providing and
how are they using it against you

Sensitive information victims unknowingly share includes:

KEEE

Personal details such Banking information Identity documents Login credentials for
as full name, including account like Aadhaar card emails, bank accounts,
address, numbers, credit card numbers, PAN cards, and social media
date of birth. details, and PINs. or passport scans. profiles.

Fraudsters use this data to:

Sell personal data on the dark web for more targeted attacks
Impersonate the victim to scam friends, family, or colleagues
Conduct financial fraud and drain bank accounts

Apply for loans or credit cards in the victim’s name

Take over social media accounts for further scams

o _-\

S

OTPs

(One-Time Passwords)
shared over calls

or messages.
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Meet ovur characters
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Category 1
®
deceptive promises

Wow! A limited-time loan
offer with low interest rates!
Let me enter my details quickly!

From loan-ofersiibank-secure iy

Limited
Special
Loan Offer

He starts filling in his personal details, including his
bank account number and OTP.

SB INFORMATION SECURITY
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Masoom, stop!
Did you verify whether this
email is real?

Scammers can
create fake emails that
look real! Let’s check the
sender’s email
address.

It has the bank's logo
and looks official.
Why would it be fake?

Oh no, thisisn't from

SB

ry irdian

The banker to evel

the bank!

INFORMATION SECURITY
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Always check directly
with your bank through the
official website. Never click on
links in unsolicited emails.

Email deleted

and reported Masoom quickly deletes the email and
reports it to the bank’s fraud department.

| almost lost my money,
thanks, Samajhdaar!

That's why you should
always be cautious. Think
before you click!

SB INFORMATION SECURITY
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” Fake lottery scam

Congratulations

lwon Z 10lakh?

This is amazing! You have won Z 10 lakh in the ‘Main banunga
arabpati lottery!’ Pay € 5,000 as processing fees
to claim your prize.

Uh... no, but
maybe my number
got selected

?
Masoom, randomly?

did you enter
any lottery?

Scammers send fake lottery
messages to fool people!
No genuine lottery asks for
money to claim winnings.

If you ever win a
real contest, verify it on
the official website. Never
pay fees for a prize.

Thanks, Samajhdaar!
| was about to lose
€ 5,000 for nothing.

SB INFORMATION SECURITY
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I Reward point scam

Dear Customer, you have 10,000
unused reward points expiring today.
Click on the link to redeem them now.

He clicks on the link

\\_ and sees a webpage
\  thatasks for his
\ debit card details.

| got this message
about my reward points
expiring. | just need to enter
my card details to redeem

Wow! | didn't even know
| had reward points. | better
claim them before they expire.

Masoom, what

are you doing?

&

B——

L |
m Instead of clicking on
i random links, check your
‘. reward points on the bank’s
\ &

official website or call
‘ customer care.

SB

The banker to every indian

Masoom, banks don’t ask
for card details to redeem
reward points. This is a scam!

Oh no, | almost
gave my card details
to a scammer!

INFORMATION SECURITY
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” Fake investment scam

GET 10X RETURNS
Wow! 10x returnsin

three months? | should invest On your investment!

quickly before l lose this Invest Z 50,000 today and earn
chance. Z 5 lakh in just three months.

Limited slots available.

TRANSFERNOW

He is about to transfer the money

I saw an ad online, when Samajhdaar walks in.

and this person on WhatsApp
explained everything.
The profits look

amazing! Masoom, where did

you find this investment
scheme?

Did you check if the company
is registered with SEBI?

Oh no, this was
a scam!

SB INFORMATION SECURITY
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I Jumped deposit scam

2 5,000 has been credited
to your account.

Weird... who just A few seconds later,
sent me € 5,0007 Masoom receives

a phone call.

transferred € 5,000 to
your account. Can you Let me send it
please return it? ‘ back now.
I'minarush.

Masoom opens his UP| app and sees a
pending request for 2 50,000. Without
noticing the amount, he moves to
enter his UPI PIN.

Just then,
samajhdaar walks in.

OSBl ) pEiRERy 11
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Masoom!
Wait! Did you check the
amount you're sending?

It's € 5,000, right? That's
what he said he sent.

Check again.
That UPl request is for
& 50,000! This is a Jumped
deposit scam.

What?! But he
only sent & 5,000!

Exactly. They send a They check the UPI ID of the deposit

small amount to build trust, it's from an unknown number.
then trick you into approving

a huge payment
request.

Thank you!
Always verify | almost lost
before sending money.
And never respond to
suspicious payment
requests.

Report this to your
bank immediately.

3 INFORMATION SECURITY
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N¢¥ Advisory

B, Masoom, email scams may look harmless but one
'\ wrong click can lead to big trouble. Let me show you
|| - how to spot them and stay safe, step by step.
L= : .
RS %,

gy 4 s ]

& BANK SUPPORT

Fiod. suppnridhans - updaie- alerty rom

Eru;b}rﬂ: Cuntemar accoun verfication \ Alwa}'s chECk‘ thE
R sender’s full email id not

W ncticed an insse with youn just the lego

pccount. Please warly wour sotouni
inflor malion.

CONGRATULATIONS! : :
You've Won a Prize Don't trust flashy email

i designs they could be fake

(CLAIM YOUR PRIZE

X

Sami dechénl  Junk  Dwiwin

& Sauppan Team
- ey Hiars - orls - ple L rers

Never share OTPs,
for mﬁ,‘;’{f Yk &F passwords, or bank details

over email

X

e INFORMATION SECURITY
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Plaaap nharm your QTP for secueiy

ﬁ e 5T e -
i

Avoid clicking on links in
unsolicited emails

Hover over links to see
where they actually lead

X

FOUIR ACCOUNT WILL BE BLOCK,
IF HOT ACT I & WOURE

W DETECT uraneal @i o0 el Boginsl

For gt i MECESBLRY wo verity poar soopa
Ty, Torel MO0 Py REDDME Biadiel

i WO DG WGT RESPMORD.

i Reporting Suspicious
L2 e

Errid Bimpor e lof Evrviar

or urgent language in

. Look out for poor grammar
email

"q

X

Report suspicious emails
to your provider or IT team

O SBI
®

e INFORMATION SECURITY
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B N Fy gy vy Raghy a8l g Beeend

i SPAM FILTER
= Use spam filters and keep
. antivirus software updated

iy 3 .
b

i

~

& Swrth Margan \ Double-check unexpected

Ll rmm

| s emails from unknown
Can you wire me 35007 I contacts

Y Stay alert. One thoughtful second can stop a
\  scam.Think before you click.

e s BI INFORMATION SECURITY
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Category

' Identity and personal
information theft

Dear Customer, your KYC is not updated, Your account
will be blocked in 24 hours. Click on the link below to
update your KYC now.

Oh no! My account
will be blocked. | need to
update my KYC right now!

. Henotices an attached document with
8 an official-looking bank logo and a link.
Without thinking, he clicks on the link.

Just as Masoom is about to download a
\ suspicious app, Samajhdaar, his cautious
ﬁ'\l friend, walks in and notices.

| got a message saying my

KYC isn't updated. If I don't

update it now, my account |
will be blocked!

I e INFORMATION SECURITY
O SBI ] DEPARTMENT 16




And where did you

receive the message
On WhatsApp!

Look, it even has a
bank logo.

Masoom, banks never
send KYC update links
through WhatsApp or SM5.
This looks like a
scam/! But what if
i ' it's real?

Let's check the proper
way. Open the official

Masoom searches the bank's bank website and see
- if there's any KYC

official website but finds i .
nothing about urgent : update notice.
KYC updates.

Now, call the bank's
customer care number from
their official website and ask

them directly.

Masoom dials the number
and speaks with a bank
r representative.

INFORMATION SECURITY
17
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Sir, this is a scam. We never
send KYC update links via
WhatsApp or SMS. Please do
not click on such links.

Thank you! | almost
fell for it.

Wow, | didn't know
scammers could make
messages look so real!

That's why you should always
verify first. Now, delete the
message, block the number, and

report it on cybercrime.gov.in.

Thanks, Samajhdaar! You just
saved me from a huge scam.

That's what friends are for.
Always think bafore
you click!

0SBl ) BERRTHERT
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Government Alert: The Fake Pension Portal

Update your Pension Paymant Order (PPO)
ko avoid pension suspesion.

Click hera o werify delalls

What? | must tell
my uncle to update his
PPO before his
pension stops.

Masoom, you will
not receive pension
updates via random
messages. How did you It looks like a

receive the link? government

message.

Scammers create fake
government websites to steal
login credentials and
bank details.

That was a scam!
| almost put my
uncle’s pension at risk.

| ) INFORMATION SECURITY
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IT return frauds

Your Income Tax refund of € 24,560 is
ready. Please verify your bank details to
receive it: [fraud-link.in]

Wow! | didn't | | He clicks on the
know | had a refund. | f linkand a page
Let me claim it =1 J opens asking for
quickly. ‘ ; his PAN, Aadhaar,
: i b f card number, and
B OTP. Masoom begins
Y filling in the details.

Masoom! What
are you doing?

Samajhdaar walks in

P i iy Claiming my IT refund.

| got a message with
a link. e

That's a scam! The
Income Tax Department
never asks for personal or
bank details over SMS or

WhatsApp. »

Refund updates are only
on the official portal.
Let’s check there,

Masoom opens the official site
there's no refund listed.

{{‘:.‘}"'-1 SBI S INFORMATION SECURITY
B
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Oh no... lalmost
gave away all my
information!

He immediately closes the tab, deletes the message, |
and reports the scam on cybercrime.gov.in. '

Scammers use fake refund
bait to steal your identity.
MNever trust random
messages always verify.

Thanks again,
Samajdaar. You saved
me...again!

That's why I'm here.
Think smart, stay safe.

3 ' o INFORMATION SECURITY
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N¢ Advisory

Masoom, scammers often try to steal your identity
B using fake messages and calls. But with a little
[ awareness you can keep your personal information

© texeome i

Your KYC/ pension 1 g

i ricad: ., Never trust KYC or pension
Please update your update messages sent via
details: [link]

SMS or WhatsApp

J

~

Always verify such
messages using the official
bank or government
website

Don't click on unknown
links or download
suspicious apps

’ ) INFORMATION SECURITY
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I'm sharing my A
Aadhaar card

details. 10:38 . Mever share Aadhaar, PAN,
— . account numbers, or OTPs

Proof of Identit g
y with unknown sources

Always use customer care
numbers from official
websites

I ame T
D partmaeil

Always verify on the
official Income Tax
Department portal before
trusting any income tax
refund messages

ITR [ Refund Status

L ] e T e

Ve

When it comes to your personal data, always
pause, verify, and think before you click or share.
Vi Your caution is your best defence.

et s BI INFORMATION SECURITY
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He receives a call from
unknown number,

Masoom bhai, it's

urgent. | met with an accident
and need money immediately.

Without thinking,
Masoom opens his
UP| app and begins
the transfer.

That sounded like
Raj, but are you

sure it was really
him?

Please send & 10,000 via

Just when Masoom enters the
UPI PIN, Samajhdaar walks in.

Who are you sending

: Raj called me.
money toinsuch

He's in trouble and
neads money
urgently.

Of course! It was
his voice!

0SBl ) DEPARTMENT




Scammers now use Al to clone
voices. They take samples from social
media videos or calls and make fake
distress calls that sound just like our
loved ones.

Before you send
any money, let's call Raj
, directly using the number

i M m calls Raj on
saved in your contacts. asoom calis Raj o

his regular number.

Wait...
weren't you in an

Hey Masocom! accident?

What's up?

Mo, I'm perfectly

I just got a call that
sounded exactly like
you, asking for
money.

That's a voice cloning scam.
Good thing we verified first.

-'S\: INFORMATION SECURITY
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| can't believe how
real the voice sounded!

Scammers are using Al
to mimic voices and exploit
emotions. Always verify, especially
when there's urgency involved.

You're right. | almost got
tricked because | trusted
the voice.

MNext time, pause, verify, and
never send money without
double-checking.

Thanks again,
L Samajhdaar. You saved
me... again!

That's why I'm here.
Think smart, stay safe.

: e INFORMATION SECURITY
@SBl () DEPARTMENT
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¥4¥ The deepfake scam

Lt R R R R
W, BFTUEHNE WITHIN & [

: 5 Masoom sees a viral video
on social media.

This looks serious!
It shows that his CEO is asking It's clearly him,
employees to urgently transfer money even his voicel
to a new account for a ‘confidential deal’.

Wait! Did this come

_thrﬂugh . y  He's about to process
official channels? ; the payment when
F Samajhdaar steps in.

Iit's a deepfake.

- Scammers now use
No, it was forwarded Al to create fake

by somaons. But the videos that look and
video looks real. sound like real people.

Call your CEO or HR directly
before acting. Never trust That fake video
urgent financial instructions almost
afrom unofficial sources. fooled me!

\. / Masoom checks with HR. '

INFORMATION SECURITY
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Hello! This is the police.

A package in your name
containing illegal items has
been seized. Pay € 20,000 Ohno! l don't
i

immediately to avoid know anything about
this. | should pay
before | get
arrested.

Wait, Masoom!

Just as he is about to send the Who called you?

money, Samajhdaar walks in.

The police. They said I'll
be arrested if | don't pay.

Think logically. Would the
real police ask for money over

If you get such a call, hang up
immediately and call the
real police helpline to confirm.

That was a scam!
Thanks, Samajhdaar.

=" INFORMATION SECURITY
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¢ Advisory

_ Masoom, scammers can now copy voices, faces, and |
1, even emotions to trick you. But don’t worry here's
'\ - how you can stay one step ahead.

B

At Never send money just
Caller ' | because a familiar voice
asks urgently always verify
with a direct call

Don't fall for emotional
blackmail or emergency
UPIl requests without
confirmation

Treat all money-request
videos with suspicion even
if they look real

il Meney to qed

double redurns x

: - INFORMATION SECURITY
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~

Be aware that Al deepfakes
and voice clones can mimic
loved ones or seniors at
work

X

You will : ~
be arrested!

If someone threatens legal
action or arrest, stay calm
and call official helpline

~\

H"{f Don't let urgency override
. judgment and alert your
. family about such scams

MNever trust urgency, trust verification. If it feels
i £ rushed, it's probably a scam.

e SBI ) INFORMATION SECURITY
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Your courier is on hold due
to an address issue. Click here
to verify details or it will be
returned.

Oh no! | ordered
something last week. '
What if it is returned?

Y He is about to click on the link when
‘ Samajhdaar stops him.

No, but this

message

Masoom, did you '--L looks real.

check the official tracking § 4

link on the courier \"

company's website? Fp s

Scammers send fake courier
, messages to steal your personal
details or hack your phone!

Masoom checks the tracking number
on the official courier website and sees
that his package is on the way.

lalmost clicked ona
v fake link. That could have
hacked my phone.

<~ INFORMATION SECURITY
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¢ Advisory

Masoom, fake courier and customs scams are
» getting more common. But with the right
\ precautions, you can protect yourself easily. Here's
|\’ what toremember.

Don't click on links from
SMS or emails claiming
address or customs issues

Always check your parcel
status only on the official

courier website or app

MNever provide Aadhaar,
, PAN, or bank information
;i to unknown callers

X

=

""'w v INFORMATION SECURITY
O SBI ] DEPARTMENT 32




If someone demands
money to release your
parcelit’s a red flag

11732 380 29
a5

. Report such calls and block
the numbers immediately

\ When it comes to parcels, track smart don't
| _ react blindly. Verify first, always.

SBI INFORMATION SECURITY
-l OF
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Category
I The t35k'ba53djﬂ'h sCam Sarvice or juh-raiatﬂl.

all W -
— .' Anonymous T E Masoom receivesa
message on Telegram
Earn & 5,000 daily by complating simple tasks,

Mo exparience neaded,

Immediate payout.
Wow! | can earn from

home with easy tasks?
Sounds perfect.

He replies, and they ask him to like videos and send screenshots.
He quickly earns 2 150.

Mow you're aligible for bigger tasks,
Just pay ¥ 5,000 as a refundable deposit to
uniock higher earnings.

Wait! Real jobs never ask
for money upfront.
This is a scam.

They tempt you with small
payments first, then steal bigger
amounts later. Once you pay, they

| almost lost my money
chasing fake promises.

o INFORMATION SECURITY
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&Y The TRAl scam

Masoom is watching a cricket
match on his phone when a
text message flashes.

Wait, what? My SIM will be

deactivated. | need to
act fast!

Just then, Samajhdaar walks in and
spots Masoom staring at his phone.

Samajhdaar reading
the message.

Your 5IM card will be deactivated in 24 hours
a3 per TRAI rules. Update your details now
to avoid disconnection. Click the link below.

_ He sees a link with a fake TRAI
|\ notice attached. In a panic,
I'. he's about to click on it.

What's going on?

' Masoom, TRAIl doesn't send
messages directly to users.
This is clearly a scam

A INFORMATION SECURITY 35
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But it looks so official...

That's how they trick people.
" Once you click the link, they'll either ask
’ for personal info or install malware
on your phone. -

Let’s visit your telecom operator’s
official website and check if
there’'s any real notice.

Exactly. And even if TRAI had
any regulation changes, your telecom ™%
provider would inform you through proper
channels, not sketchy SMS links.

So, this message was just to
scare me into clicking?

SBI () DEPARTMENT




Yes. It's a phishing scam
targeting mobile users.

| almost walked right into it.
They even used the
TRAl logo.

Scammers use fear and urgency &
to make you act without thinking.
Always double-check with
your telecom provider.

s

I'm deleting this and

Thanks again, Samajhdaar. reporting it.

You saved my 5IM and
my sanity.
Masoom forwards the message to
cybercrime.gov.in and deletes it
from his phone.

Always here to help.
When in doubt, verify first!

‘) INFORMATION SECURITY 37
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¢ Advisory

Masoom, job scams and fake 5IM deactivation
., messages are designed to create panic and steal
"\ your information. Let me tell you how to stay safe
) and smart.

~

Never pay registration fees
or deposits for jobs,
genuine companies don't
ask for money upfront

Pay ¥ 700 fos
job registration

Verify job offers from
unknown contacts by
checking the company’s
website or calling HR

Mever share personal
documents like Aadhaar or
R PAN with unverified
PAN Details Ny recruiters

e INFORMATION SECURITY
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If you receive a message
claiming your SIM will be
deactivated, don't panic
contact your telecom
provider directly

. Delete such messages,
block the sender, and
' report the scam

Whether it's about a job or your 5IM, trust only
official sources. Verify, don't comply blindly.

SBI ., INFORMATION SECURITY
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Category
| Fake search and stolen

Masoom wants to

contact his bank's

customer care. He 1
types ‘Bank customer And dials the first |
care number’ into 3 number he sees.
Google. | ;

Yes sir, please
share your card numbe Masoom starts sharing

and OTP to verify the details.
your identity. - e
Samajhdaar walks in
and overhears.

Stop! y B - From Google
Where did you get “ search. | needed
" that number? ; " to call the bank.

il -Helpline-NMumbser - 24,7
.com

BB L TR

Flagind ielEhplinag M, itk Bt 1

That was close. |
| could’ve lost Masoom checks the bank's official app. The real
everything! number is different. He blocks the number and
' reports the scam on cybercrime.gowv.in.

SBI‘ y INFORMATION SECURITY )
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FY stolen phone fraud 4

Masoom’s phone gets stolen in a crowded metro.

My whole life is in .
that phone! What if someone
gets into my accounts?

Masoom, calm down. First, ~
change all your passwords, ; T > — Okay... that'll
especially the ones related to e Bl stop them from
banking. Then, block your SIM o : ‘ getting OTPs,

immediately by calling i
your service provider.

Exactly. And after that, go
to www.ceir.gowv.in

LOST YO I.IH MDBII_E'? it's a government portal.

Mlamlh carwi | 1odn
Fruhy

You can block your phone
using its IMEl number.

IMEI? Where do
| get that now?

You'll find it on your

Canary 530 FE 56 phone box or invoice.
M GTEITE If not, your service
provider can help.
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: J.F Also, log in to your Google
or Apple account from
another device and sign out
of all sessions. That'll log out
anyone who tries to access
your apps.

Makes sense...
I've got banking apps
and email logged in too.

Exactly why you need
to act fast. If anything
feels off later report
it at cybercrime.gow.in.

Thanks, Samajhdar. | feel
more in control now. I'm going
to take care of it right away.
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¢ Advisory

Masoom, one wrong Google search and scammers
are ready to trap you. But with the right habits, you

MNever call customer care
numbers directly from
Google search results they
could be fake

J

~

Always use official apps or
company websites to get
support numbers

S

\

\ Be cautious of paid ads or
helpline numbers that
don't match the
company's official website

vy

Ir".'_-rfr"xl SBI ’ ) INFORMATION SECURITY
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MNever share sensitive

details like card numbers
or OTPs over phone calls
from unverified numbers

X

The safest click is the one that's verified. Always
' - pause, check, and then act.

SBl . INFORMATION SECURITY
-l OF
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f Safe banking practices

( How to identify official SBI website llnlcs‘; .

» Scammers often create fake websites that look just like SBI's official portals to
trick you into entering your login credentials, card numbers, or OTPs. These
fraudulent links are often shared through emails, SMS, social media, or search
engine ads.

To protect yourself, it's important to know and verify the official 5Bl website
URLs before entering any personal or banking information.

Official SBl websites you can trust:

T
W
“"]'.E-ﬂﬂnwv': t—' '

it's 2 'rgl:'r"ulm call . ‘i'”

- W

https:Mwww.onlinesbi.sbi https:/bank.sbi https:fretail.onlin E'Sbi.sbi.

https:/fbank.sbi % g http://bankk.sbi P&

Always make sure the address starts with “https://" (the "s’ stands for secure)
and ends with .sbi—this is the exclusive domain extension owned by SBI.

(Hw to verify if the website is genuine? .
1. Check the URL spelling carefully. Fraudsters use lookalike links like
onlinelsbi.com or sbi67.co.in.

2. Look for HTTPS and padlock icon.

INFORMATION SECURITY
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v/ Safe banking practices

( Howtoldentifyal’lidalsmappllcaﬂom?i.

»  With the rise in fake banking apps and phishing traps, it's critical to use only
official 5Bl mobile applications to manage your finances. Fraudsters often circulate
lock alike apps that steal your login details, OTPs, or personal information.

Examples of - official SBl mobile application

App name Purpose Developer name

All-in-one banking - investment,
shopping, and lifestyle

YO
£ 58] State Bank of India

TN SEI

ety
e Mobile banking - fund transfers, State Bank of India

n5E
YOMNO Lite SBI account details, bill payments

UPl-based payments State Bank of India
BHIM SBI Pay

Missed call services, State Bank of India

balance check
LBl Quick

(How to verify the application's auﬂnntldty?'.

Developer name should always be: State Bank of India.

Download only from: Google Play Store (Android) & Apple App Store (iOS].

Check number of downloads and user reviews. Official apps will have
high number of downloads and high ratings.

SBl's website (https://bank.sbi) lists all official app links under the
“Mobile Banking” section.

5. Avoid APKs or download links sent via SMS5, email or WhatsApp.

i
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' safeban king practices

(How to munwummmmmsm&.

» Cyber fraudsters often send fake SMSes that look like they're from your bank.
These messages may ask you to click on suspicious links, share OTPs, or update

your KYC. To protect yourself, it's important to know how to identify official
SMS communications from SEBI.

TRAI has introduced new rules for SMS messages, effective May 6, 2025; which
mandate the use of message-type suffixes in SMS headers.

These suffixes, such as (-P) for promotional, (-5] for service, [-T) for
transactional, and (-G) for government messages, aim to enhance
transparency and help users identify the nature of the messages they receive.
Only registered entities can use these suffixes.

5Bl always sends SMS using registered SMS short codes containing (SB) or (SBI).
For example: AX-SBIINB-5, VM-5BYONO-T, AX-5BIBNK-P, etc.

SBl sends SMS only from the following verified sender IDs:

S5MS Header Used For

AD-SBIUF'-S UPI transaction alerts & updates

General banking alerts, OTPs,

AX-SBIBNK-S account updates

AX-SBIBNK-S f " ax-BnkA X

The prefix le.g., AD, AX) indicates the telecom circle and operator,
while the body (SBIUPI-S / SBIBNK-5) is SBl's registered identifier.

= “oe INFORMATION SECURITY
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P
e @ 1600
genuine call

G_-)@.

Always pick and respond to calls
prefixed with 1600 and help the
bank's efforts to protect you
from potential frauds

SBI INFORMATIONSECURITY 1 o
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Where to
report cyber fraud?

Call 1930 Visit Visit
\Cyber fraud helpline) https:Ycybercrime.gov.in https:#sancharsaathi.gowv.in

Ta report suspected fraud,
mgbile-related scams, and
unsolicited commercial
communication [spam).

For reporting financial frauds For all types of cyber complaints
[UPI, net banking, card misuse, including social madia abuse,
etc.]. Avallable 24x7. idantity theft, scams, and more,

Reporting unauthorised _
SBl transactions \

If you are an 5Bl customer and notice unauthorised electronic
transactions, report it via any of the following:

e o o

180011 1109 (Toll free) 9449112211 (Toll free-mobile) 080 - 2659 9990 (Toll number)

Every second matters. Report fast. Stay safe.

Save these contacts. Share with others.
Together, let's stay a step ahead of cyber criminals.

Stay alert and #5taySafeWithSBI.
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